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Machine Learning Algorithms Used in Dataset Training

The Internet of Things (IoT) is a complex network of low-

, , , DATASETS ]
powered interconnected devices that communicate and . , , o
h dat the internet. With int vty th Each dataset corresponds to an individual study conducted; these studies supported a large variety of training and
exchange da e.l OYG?r € mernet. it m erconr}e.c VLY, thete analysis methods, of which we went through and organized a table that considers which datasets have been °
comes the significant challenge of vulnerability to cyber investigated by which algorithms. Below is a list of datasets considered under this literature review. .
threats. IoT dev1ce.s .are a popular target for cybercriminals . CICIDS 2017 . TONLIoT
becau.se of the sensitive user d?ta they handle and the lack of - The authors built a profile-based system with benign - Data collected from a synthetic network designed that ’
security updates most IoT devices receive. As cyber defenses background data with a mix of modern attacks (Brute Force incorporates attack data from DoS, DDoS and ransomware, 5
mature, so does the complexity of cyber-attacks. Sophisticated FTP, Brute Force SSH, DoS, etc.). against web applications, IoT gateways and computer systems.
attackers can stay undetected inside of a network for long - UNSW-NB15 - KDD CUP 1999 1
amounts of time because of the complexity of modern : G.atheljed real network data from the cyber 1ab and contained - Entry f(?r The Third Interna.ti.onal Knowledge Discovery. and I I
networks. Traditional intrusion detection methods, usually nine dlffere.nt attack types (Fuzz.ers, Analysis, Backdoors, [?ata Mmmg."l."ools Competition. Contains network traffic from a NN SUM DT R ANN NB ONN ML K LR
: . _— DoS, Exploits, Generic, Reconnaissance, Shellcode and simulated military network.
reliant on monitoring by network specialists, struggle to keep
_ . T Worms). - NSL-KDD
pace with the evolving threat landscape. Although this is true, . DS205 Created by the same organization, tried to solve the
and Machine Learning based Intrusion Detection Systems - Contains regular activity of a network of IoT devices. shortcomings of KDD1999. TWO STUDIES
(IDS) show promise, they are not as effective as traditional Gathered over one day at the application layer. - ISCX2012 , ,
manual monitoring by network security specialists. Through - BoT-loT - The authors then programmed tools to emulate users based on Through this f:ollectlon of datase.t 1 th;.‘e xi\.fere two
: - : ' - The authors created realistic networks at the Cyber Range abstractions, mimicking real user activity. The authors then sep.arate studies conduct(?d during 15 tterature
this, Machine Learning holds the potential to enhance rovi - The first studv included
detection capabilities by autonomously identifying anomalous and exposed it to DDoS, DoS, OS and Service Scan, designed and implemented attack strategies. eview  process. € St study 1cded  a
- b 0 Y ol yt tions b ,g behind i Keylogging and Data exfiltration attacks. The network - ANDROzoo c0n.51derat1(.)n of anpther IDS systematic hfterajcure
ACLIVILIES, even Wit curtent inplementations betg beiund 1n contained normal and botnet traffic. - A collection of publicly available APK files. All or approaching review which prov1ded. a list of 49 ‘mvestlgatm.ns
effectiveness of human-led monitoring. In response to this all are scanned for malware. that used deep learning and various machine
difference in effectiveness, this research leveraged several learning alg.orlthmg . The second stuc.ly was
existing network activity databases and their trained Machine : - conducted with a similar approach, but included
.g y. . . . Dataset Algm' lthm Matrix describing the datasets themselves, and within, what
Learning models to identify novel machine learning

sources of data were considered for collection. With
this additional consideration came the further ability

algorithms tailored to improve the efficacy of intrusion Dataset Algorlthms Key

detection. [t “aims to implement mew machine leaming - crerng o017 KNN, SVM, DT, RE, ANN, NB, CNN, K-  KNN - K Nearest Neighbor to determine the depth of investigation.
algorithms with existing network activity databases to ' S S ' .
improve intrusion detection effectiveness. The beginning of M, EM %\{,M [_)Sll.p.porfrvedor Machine ,IEhE SUL-LS these t tudies in the Literat .
this implementation starts with this literature review on UNSW-NB15 SVM, NB, DT, RF RE _ Raelfzisg?lingfsst pr sg:si W(zse ngﬁ)cesd ;}elztm the; 1§§:durinlfl‘$§z
simulations of popular IoT cyber-attacks within virtual BoT-IoT SVM, LR, DT, RF, ANN, KNN, MLP ANN, ANN — Artificial Neural Network algorithms to improve detection rates. We also
environments. These databases include attributes of a live NB NB — Naive B noticed that the datasets use relatively outdated data,
network, including both malicious and benign connections. — Naive ayeg the latest recorded dataset was created in 2020. As
They contain rich metadata which allows ML models to TON-IoT XGBoost, LR, RF, DT ;ﬁN;rEOHVOIHUOHal Neural network all;lchi’iiecture and softv\{)are dchfe;ng};les,l it's
: : : . : W important that datasets in use are based off the latest
iisesaljz:,h zgizic;;zgsa l?tserng:?:jfli}éwnz)afl’iflsl; di\sfei:illlil ;;18 KPD CUF1999 WHLIE, (08 IS EIRAL MLP — Multilayer Perception data to more accurately classify network
. . . . 5 NSL-KDD KNN DT, RF, SVM, ANN K-M - K Means Clustering behavior. Overall, this literature review provided
twenty-eight algorithms and nine datasets. These studies were EM _E tation-Maximizati further context to not only the fast speed at which
compared by datasets to algorithms, to see which algorithms ISCX2012 SVM, RBF, RF, KNN e .xpec AHORTV X I2dtion this technology is developing, but it illustrated the
should be the primary considerations for further, in-depth ADROZ00 RF, SVM, LR, DT, XGBoost, KNN Clusterm.g . . importance of testing several algorithms upon a
study. LR - Logistic Regression single dataset, as many of the studied investigations

found improvement when more algorithms were
involved.
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